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Synopsis

Over 75% of network attacks are targeted at the web application layer. This book provides explicit
hacks, tutorials, penetration tests, and step-by-step demonstrations for security professionals and
Web application developers to defend their most vulnerable applications.This book defines Web
application security, why it should be addressed earlier in the lifecycle in development and quality
assurance, and how it differs from other types of Internet security. Additionally, the book examines
the procedures and technologies that are essential to developing, penetration testing and releasing
a secure Web application. Through a review of recent Web application breaches, the book will
expose the prolific methods hackers use to execute Web attacks using common vulnerabilities such
as SQL Injection, Cross-Site Scripting and Buffer Overflows in the application layer. By taking an
in-depth look at the techniques hackers use to exploit Web applications, readers will be better
equipped to protect confidential.* The Yankee Group estimates the market for Web
application-security products and services will grow to $1.74 billion by 2007 from $140 million in
2002 * Author Michael Cross is a highly sought after speaker who regularly delivers Web Application
presentations at leading conferences including: Black Hat, TechnoSecurity, CanSec West, Shmoo
Con, Information Security, RSA Conferences, and more * The Companion Web site will have
downloadable code and scripts presented in the book

(http://www.elsevierdirect.com/v2/companion.jsp?ISBN=9781597490610)
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Customer Reviews



When | came across this book on the O’Reilly website | was immediately interested, as web
applications are becoming more and more prevalent. And other than thinking it covered methods of
securing web applications | had no preconceived assumptions. My main aspiration for this book was
to give me better awareness of security in the area of web applications and to provide me with some
tools. After having read this book | can say that it has done both.Each of the chapters in this book
seem to follow a pattern of first defining the topic, second giving real world examples, and finally
providing the reader with solutions. The book begins by providing a history of the hacking
methodology and defining the various types of hacking. It was interesting to learn about some of the
various hacks and hackers. For example, | had no idea Steve Jobs (Apple Computers) used to be a
hacker.In chapter two the author discusses what he calls a "Code Grinder", and how to not become
or produce a code grinder. A code grinder is someone who works in a highly regulated environment
where creativity is discouraged. | found it interesting that a code grinder environment typically
produces more unsecure code then an environment that is open and promotes creativity.Chapter
three discusses the risks associated with mobile code. Chapter four covers vulnerable CGl scripts
and introduces the reader to some tools such as Nikto and Web Hack Control Center to scan your
website to find vulnerabilities. The author goes on to discuss the issues faced by the various CGl
scripting languages, and then provides an outline of rules to writing secure CGl scripts.Chapter five

covers hacking techniques and tools.
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